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Welcome
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Digital Safety and 
Wellbeing Framework
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Physical, mental 
and digital risks
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Working together to 
keep children safe

Department for 
Education

Schools, colleges 
and MATs

Parents / carers
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Current threats ● Screentime

● AI  

● Sextortion 

● Themes and trends 
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Mental Health and wellbeing – Screentime  



smoothwall.com

Mental Health and wellbeing – Screentime  

● How many hours a week do you children 

spend accessing technology? 

- Just the right amount 

- Too much than I’d like 

- Too much 
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Mental Health and wellbeing – What can we do?   
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Current threats ● Screentime

● AI 

● Sextortion 

● Themes and trends 
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AI 



smoothwall.com

AI – Generative Ai & Chatbots  
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AI
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AI
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Misinformation – Deep fakes  
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AI - Social Media   
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META AI  
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Current threats ● Screentime

● AI  

● Sextortion

● Themes and trends 
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Sextortion

https://www.iwf.org.uk/resources/sextortion/

https://www.iwf.org.uk/resources/sextortion/
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Skills – Ways it is happening 

● Children are seeing inappropriate content – Such as porn (Sometimes)  
● They are receiving an email stating they have been watching this content – telling 

them they are disgusting, saying they have installed Spyware onto the device and 
captured them. 

● They say they will share the video unless they get a sum of money – usually $999 

Talk to you children 
Report all activity 
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Spyware 
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Resources to support Sextortion 

● https://saferinternet.org.uk/online-issue/sextortion

https://saferinternet.org.uk/online-issue/sextortion
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Current threats ● Screentime

● AI  

● Sextortion 

● Themes and trends 
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Instagram 

Whats App 

Hugging face    
Pink Chat 

Bigo

Joingy

Snapchat 

Themes and trends: Content, contact, 
conduct & commerce

X
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● Snap 
● Stories
● Spotlight 
● Maps 
● Chat 
● My AI  
● Location 
● Snapchat +
● Story rewatch 
● Communities (New - Schools) 
● Public profile (New) 
● Snap Tokens (Currency – New)
● Snap score  
● Tokens 

Snapchat lingo
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● Snap – One picture shared 
● Stories – A series of pictures that are putting to slide show in the order they were taken 
● Spotlight – Sharing snaps from anyone within the community that are the most entertaining
● Maps – Allows you to plot your friends on a map – where are they right now and meet up with them 

using meet up function (Snapchat meet) 
● Chat – Message with friends 
● My AI – Chat GPT AI in the snapchat platform 
● Snapchat + - Addition functions in the app which cost money 
● Story Rewatch – See who is watching you content, How many times have they viewed 
● Communities – New feature they are pushing to get schools onto snapchat to create communities 
● Public profile  - A profile that allows you to viewable to all users 
● Snap score – Snapscores is based on the number of friends / snaps/ stories you have shared. 
● Tokens – Currency – Buy and share with content creators 

Snapchat lingo
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Pressure 
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Pressure 
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Influencers / Internet personality   

● Georgia Harrison
● Mr Beast 
● Skibidi / Skibidi Toilet
● KSI  

● Who influences your 
children? 
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Gaming December 2024 

● Indiana Jones and the great circle 
● Marvel Rivals 
● Fantasian Neo Dimension 
● Assassins Creed Shadows 

What games have your children asked 
for Christmas? 

16
12

18 12
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Gaming- Pegi ratings 
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● Understanding
● Privacy and security settings
● Location based services
● Function of the app
● Positive engagement with technology – Screen time limits 
● Data sharing
● Content and impact this can have on your footprint / image
● Functionality of the app
● Updates in the app
● Knowledge of the device – What can my children’s device do? 

Skills – Things to think about 
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● https://stockport.onlinesafetyhub.uk/

● https://www.qustodio.com/en/30-days-school-

special/?utm_source=internal&utm_medium=OSHub&utm_cam

paign=stockport-uk

Resources for screentime 

https://stockport.onlinesafetyhub.uk/
https://www.qustodio.com/en/30-days-school-special/?utm_source=internal&utm_medium=OSHub&utm_campaign=stockport-uk
https://www.qustodio.com/en/30-days-school-special/?utm_source=internal&utm_medium=OSHub&utm_campaign=stockport-uk
https://www.qustodio.com/en/30-days-school-special/?utm_source=internal&utm_medium=OSHub&utm_campaign=stockport-uk
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Advice  

Talk to your children 
regularly 
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Resources
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OSH
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Qustodio
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Report harmful content     
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CEOP     
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Report Remove      
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Q&A
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Thank you
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